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300myqbgdymo mohgMmaohymo:
CompTIA A+: Guide to IT Technical Support, 11th Edition Cengage
Learning. Jean Andrews, Joy Shelton, Nicholas Pierce.

Lob6ogemm 33MLObL dobooMmbO

6o060emo 1: COMPTIA A+ CORE 1 (220-1201)

m9dEoo 1: 3m3303xhaMamo 9db0z0b bogydzmgdo (BodozgMace)

e M9MMNY0 M93900:
o ©abghm3 3ma33ny®Hamab sbodhmaBns s gomg 3mM®Hgdn
o 0o 3M33mbyb®adn s 39380M700
o ESD @s(330 @0 gbagmmbmgonb 3MmEgogmadn
o 3MmMxqboymo H9ggdbnzmbob nbbHMYdgbHhgdn
o 3M3ghngngmo bddydom:
o LAY EILIHM30L TS/ dMEEgbs Hands-On
o 3mMma33mbgb®aonb nabhn®wnzsEns s HaLbHNMIdY
o m9y3hm3nb 3Mm33mbybHodnLb dndmbomzy
o J308n #1

o ([©IZIaMY0V 41

m9JE0o 2: @gEI3mibhy, 3MmEabmmo o dgbbogMmydy

e M9MMNY0 0M93900:

o ©IJ3Mshnb gmmMI-gagdhmmMmgdn (ATX, mATX, ITX)

o Intel @s AMD Ao3bghaonb dgmomgods

o 3MmEgbmMob bm3gHo0 s Md3LYOSOMBY

o 333MoMgonb benmhgon o BIOS/UEFI 3b©adgbgon
e 30MMHYomMyMO MdMMmatMMmNo:
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o BIOS/UEFI 3mbxngngmoznnlb 30Mxndgdn
o ©33MIHNL s CPU 33b9050MONL sbsmMNdN
o 89bbngMmyonb 3MbxyNayMoENy o habhnmyods

o J30dn #2

o (IGO0 #2

mgdano 3: 33900, gogmomgds, ©033bmbBHnzs o bogegzn

e 9MmMoymn m9d900:
o 339000 0gnm3nb Hn3dg00n o L3xENTB0ISENJON
o 3s3Mmomgonb 8900MEYO0 s MGMAYMO BoMM3d
o CompTIA 6-9(H5305060 ©Nd3bMLHNZNL BgomMEDMEMMENY

e M3OMMHMMOYMO 30Myndgon:
o 8ysmo ©nbigdnb hgdbmanmangdn (HDD vs SSD vs NVMe)
o LYBEO30L NbHIMBYALOL bHsbsMbgdn (SATA, M.2, PCle)
o RAID 3mbxngnMmangdn

o Ji3ndn 43

o ([0V30MI0s #3

w9d3oo 4:1/0 ©o 3009Mm hggbmmmangdo

e M9MMOYmn 093900:
o 1/0 8mbymdnamogdnb 30380Mnb bhsbsmbhgodn (USB, Thunderbolt, eSATA)
o 30009m 939b0bMHBnL BbsMsgdgms (HDMI, DisplayPort, VGA, DVI)
o 39M0ggmoymo dmbymdnemmdgonb Hn3500
o dJOM v 39y3560L AMBYMOnmMmMOyd0

o 3Moghnggman bodydom:
o 1/03mbgddmmMgonb ngbhnxsnldsEns o Habhomgds
o 3009m bobHdnb AMBYMONL 30MmEndgo0
o Ogm®n-dmbodhmmab 3MbBNgnMoEnNs

o J3ndn #4

o (©IZIAMIOV #4

m9gJiaos 5: Jbgmgodab boxydzmyode

e 9MmMoymn m9d900:

o TCP/IP dm@ymn @& 3MmmaHm3zmmgdn

o OSI8mgmob dmMmggodn

o Jbgmymo 80bsdsMMYdN & J399LaMyoN

0 Y33medg 3e3MEIMIOIM 3MHMAMIMMION @ 3MMAHIO0
o mMyOMMatymmogn bodydom:

o TCP/IP 3mbxnanmas3nob 30M50d9d0

o Subnetting 3odmm3zmgon

o 3Mmmbmzmmgonb sbamndN
o J3n0bn #5

o (DI3IMMI0V #5

mggiaoo 6: Jbgmymo 0bxzMbhHMmdhaMo o CLOUD
e M9MM0YmMn 0193900:
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Jbgmymn s3sMohymob Hndgon o BY6JENgo0
13009mm hgdbmmmgngdn s bhsbsmpgodn (802.11)
0MyomMmm3560 gs8mm3zmgdnb dmogmgda (laas, Paas, Saas)
30MHYIMNBIEN0L 3MDBEIBRENYON
e 30MbomyMmo madmmsbhmmoo:

o Jbgmymn s33MdBhymMab LOTYMSE0Y

o 33509mm AP 3mbxngnmoEns

o Cloud Service Setup
o J3nbn #6

o ([UV35MMY0s #6

O O O O

mgdgos 7: dmdamyMmo dmBymodnmmodgdn s 3MabhgMmgdn (30D039Mo)

e M9MM0YmMn 0938900:

o /0 8mbymodnenmdgdnl 30380Mnb bHsbsMHdN

o 39Mnggmoymn ambymonmmdgonb Hhndgdn o B3YbJEngdn

o 3009Mm 939L0bMH8nL BboM@agdgMmo

o OY0M @S 89Y30060L AMBymoOnmMmmMdgo0b 3MbynadyMaEns
o  3Moghngo:

o /0 3dmbymonmmdgdnlb 3mbxngnmaznnb bgbsmgdo
309m bobHdnb IMBYMONL 30MEndqdn
dghn-dmbodhmmab 3mba3ngymMaEns
3M0b®Hamob i3nd03gMmo 3ma3mbybhgdn
Windows-80 3M0bhgmob nbbhomoEns o doMm3s
dbgmymo 3Mobhgmob Setup
o 3Mnbhgmob Hgdboggmo dmabobyMmgds o Troubleshooting

o (0835900 #7

O O O O O

mgd3no 8: IT 3Mmxgbombomaddn o 3MmagModnmo nagbmbdogzs

e M9MM0YmMn 0193900:

o IT3MmxrgbombsmndN s JMngs
3Mm3nbngoEnnb nbomMgdn o Customer Service
©M3yd906Mmoinnb boyzgmagbm 3MadHniqgdn

o CompTIA 6-g(hodnsbn Troubleshooting Bgmmomanmans (ghomymn)

o Hardware 3Mmomgdg0o0b 30(hH93MMNJd0
o 3Myghnggman bodydom:

o Customer Service MMmMyMm0 0853900

o Hardware Troubleshooting bzgbomgdn

o 3MmMaMedgmn @nsgdbmbhngnb 3oMzndgdo
o J3ndn 47
o (D3O #8

o O

6060 2: COMPTIA A+ CORE 2 (220-1202)

wmggd3no 9: WINDOWS abbhHomogns o s@dnbabdHmogns
e 9MmMoymn m9d900:
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Windows 10/11-0b 3993sbgds
Windows-0b dbgamymo dbsm@aggms
0bLHMOENALMZNL IMBBIIdS o 3MME9gLO
0bLHoMoENab 898amadn Badnggdn
Windows 3oMsd9hmgodn o Backup
8ysmo ©abgigonb dmzas (Disk Management)
o Command-Line Interface (CLI) bo®gyd3mgon
o mMyOMMathymmogmn bodydom:
o Windows 10/11 30Mhnseymo 0bbHhsmsEns
o v30bobhMeEnymn bygmbsBymadnl 3Magdhngos
o ®3nmymo bob®Hgdgoob doMmM3y
o Jsndo 48

o ([UV35MMY0s #9

O O O O O O

9ggd3no 10: WINDOWS ©nagbmbhoge

e M9MMNYENN 0M93900:
o Windows-0b sfMdohgdhnms o Services
o Troubleshooting Tools (Event Viewer, Task Manager, Services)
o Performance Monitoring bgmbobymagdn
o 3MmMomydqg0nb bobhgdsthyMo 3oobyszgho
e 30MMyomymn Troubleshooting:
o Performance Issues ©@0sgbmbhngo
o Boot Failure bggbofmgdn
o 006h9MagdHnymo bozoMmEndmyodn
o J3ndn #9
o ([©I3aMY00 #10

mgggos 11: bgModhHobazo o 93HMIsH0dENY

e 9MmMoymn m9d900:
o PowerShell cmdlet-g00 @s b3M03HGON
o Batch g@onmgdnb 8994860
o Bash shell bo®@yd3zmgon
o Scheduled Tasks @o Cron Jobs
o  3M3ghngngmo bodydom:
o PowerShell bgmnd®haodonb Bgmo
o d3hm3shndsEnnb bzgbsMydn
o Security Best Practices
o J3ndo #10

o ([©VZ5MY0u #T11

mgdano 12: gbogmmbmgoab bHMmodhgangdo

e M9MM0ymn 093900:
o ®0d03YM0 s MMAn3nmn JLoBMNbMYOY
o Social Engineering @s s(ognb hn3dgon
o Malware-nb s3maxbzms
o Data Destruction @o Licensing
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e Security Implementation:
o Security Policies 8987353909
o Malware Removal 3MmEgyMgon
o Physical Security Measures

o Jsndo #11

o (©V3MMYO0V 412

mggizos 13: WINDOWS 11 Mgbymbgodab o@33e

e M9MM0YmMn 093900:
o Windows User Accounts gbs@mombmgds
o BitLocker Encryption
o NTFS Permission
o Active Directory o Group Policy
e Security Implementation:
o Windows User Accounts Security
o BitLocker Setup
o Network Shares @o Permissions
o Group Policy 3mb@nggmsEns
o  J3nbn #12
o ([©IFIaMYO00 #13

mgd3no 14: dmoomymo ambymonmmogdab yboggmmbmgdo

e 9MmMoymn m9d900:
o 9dmonmyMmo Backup o Recovery
o MDM bobhgdgodn
o Device Access Controls
o App Security
e Mobile Security Labs:
o MDM Setup @o 3Mmbx0agnMoEns
o Mobile Security Configuration
o BYOD Policy 8993803900
o J3nbo #13
o (D300 #14

mgdaoo 15: Jbgmymo ybogmMmnbmgds

e M9MM0oymn 093900:
o ZTNA (Zero Trust Network Access)
o SD-WAN o Secure DNS (DoH/DoT)
o WPA3 Wi-Fi Security ©s WireGuard VPN
o Next-Gen Firewall
o Network Troubleshooting Tools

o 30MHYOIMIYMNO MadMMSHMMNY:
o Mmyhgmob Security Configuration
o Firewall Rules Setup
o VPN Configuration
o Network Security Audit
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o J3ndn #14
o ([©IZaMY0V #15

m™9gJ30s 16: MACOS ©s LINUX - MULTI-PLATFORM SUPPORT

e 9MmMoymn m9d8900:
o macO0S Sonoma/Sequoia sbomo @b430900
System Preferences Navigation
Lockdown Mode @o Advanced Security Features
Disk Utility @o Time Machine
Linux Distributions
Essential Linux Commands (ls, cd, cp, mv, rm, chmod)
o File System Hierarchy @o Package Management
e Multi-Platform 3Mog®hngo:
o macOS 653035308 S 3MBbGNZYMIENY
o Linux Command Line 3Maghngo
o Cross-Platform File Sharing
o Js3ndo #15
*  [©O35aMJ00 #16

O O O O O

mgdaoo 17: Al @3600396(h9d0 IT dboMmpodgmado

e M9MM0Ymn 093900:
o Al ©o ML 3mbEg®Engon IT Support-dn
o AlOps o Al-o®ydbgdymo Ticket Automation
o Al Cybersecurity-80
o Productivity Tools (Copilot, Gemini)
o 90039M0 godmb393900
o JbogmMmbmgdnb msdmmshmmMny:
o Al Chatbot Tools dgbBs3ms
o AlOps Platforms s6smnd0n
o Al-powered Troubleshooting
o J3ndn #16
o (O30 #17

mggdano 18: 3nMpgomadsgnaob ggbmaenmagngdn - HANDS-ON (3090396 )

e 9MmMoyman m9d900:

o Hypervisor Types (Type 1vs Type 2)

o VDI Solutions

o VM Resource Requirements @o Container Technology
e Hands-On Virtualization Labs:

o Hyper-V-ob ©sy969005 s 3mbBnggMszns
30Mbhyomymo 856gobnb 899069
VMware-nob dgosmgods Hyper-V-mob
Advanced VM Features (Snapshots, Cloning)
VM Migration
Virtual Networking Setup

O
O
O
O
O
o VDI Architecture
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o (03000 #18

m9gd0s 19: ZERO TRUST 3bogMmmbmgds @s ADVANCED THREAT PROTECTION

e M9MMNYN 093900:
o Zero Trust Architecture
o Data Loss Prevention (DLP)
o Managed Detection and Response (MDR)
o EDR/XDR o SIEM Basics
o Incident Response
e Advanced Security Labs:
o Zero Trust Security Policies
o DLP Configuration
o Advanced Threat Protection (EDR/XDR)
o Incident Response bggbsMmgon
o 93080 #17
o ([VI3IaMY0V #19

mggd3no 20: bodmemmm 3Mmaggdho

e LOOMMMM 3Mmgdho:
o LMY LobHYINL dEEI0NL EIIMBLEHMSENY
o Igm®0-3mehBmmIYmn 0bHaMoznnb bzgbsMadn
o gbommMmbmydnb 083mMYagbhHoEns o MIYBGbHoENY
o 3MMxgLboymn 3MYBY6HoENNL BMIVSYO
o 39MbOL obMmymMyodL:
o 0003007smMyMo 3Mmgdhgoob 3MgdgbMHoEngdn
o ymzmobdmaIEzgmo 36sMyd0b dgBabyoy
o 39MLob 9xsLYOS O P3939300M0
o 090930 bsdngxqg0n

LobL6O3MM 33Mbob dgg3go0

39MmLob 8bAgbgmMadn d9dmMydnb:

e 06900L3ngM 39Mdm 3M335b603bs MY LobgmMdbogm aBabLYdYmMydsadn, MMAgMLLE 093L
3ma3dngmamymo hggdbogs, Jbgmo, bbgs AmbBymdammdgdn, dbsM@agdgmab
L39E0dMOLHO® JLYJEYOL;

o 39MbmbomyMman 3ma30hamnb o Mg3hm3nb 3oModghmgdnb m3hndomym dgmAg3sb,
dqgxobgosb;

e mM39My3nymon bob®gds Windows, Linux, macOS nbbHsmMasE30sb, godsMmmasl o
3Mmdmganb sdmhAghs/smdmagbzmasb;

o 30MngMmym 606L3MSL 898ama bobHBYMo dINbobHMNMgdNL, DevOps 06306M0L ob
6500b30gM0 bb3s IT dnBsMMYEYON0).

©abogdndnb dgbodenm 3mdaEngodN:
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e IT h9g6039M0 dbsmosggmab b3gznsanabhon (IT Support Specialist);

e byM300L EgbanL b3gEnomabn (Help Desk Technician);

e LOLMHYIYMN vINBALEHMIHMMAL sLobHhgbhn (Junior System Administrator);
e 3m3307MhoMyma Jugmadab hgdbozmbo (Network Technician);

e 30M39mM0 @MBb0b LsgMmbmgonl sbsmahnidmbo (Tier 1 Security Analyst);
e  Lomxznby Hogbmmmgngdnl BbomMagdgmob b3gEnsmMabhO.

Labbogmm 33Mbab dmmbm3zbgodo

39MbmMBsmMyMo 3ma33dnyhgmo oy madhma3n Windows-ob m3gmagngmo bobhgdom,
03nbobHhMmeHmmMnb ygmMgoqgdnm, babym3zgmns 8GB ob ghn m3gmathngman 39bbngMyody;
0bamobymo 9b0ob 3m@bs BT @mbgdy.

mgjdmmab dgbobgod

3nmman d0obomons 25 Bgmdg 90 0s Hadbmmmangonl begmmadn d3smob o o0
39M0om@dn gonsms gds 833m93Mnasb 36039MbNMHNL 3MMBgLMM3g s dbygdn
h99603mbLOELH IT Eg3aMH8g0¢HnL bgmddm3869mMdEY;
30mmManb godmEnmads 39MN3b9goL MMamME 830098070 LgdnsbMABL, NbY 3Madhnlgym
d96959M7ym 99domodsb mebsdgommag hgdbmmmangdmsb. Bangdob 3obdsgzemmodsdn ob
M0b53dMMAMMO LM gMMOSMYM 3MB336090Msb, MMamMmnEss Google, Microsoft,
Amazon, IBM, Dell, HP-Enterprise, VMWare ©@o bb3o;
dobo bogd0sbmMdNL BndsMMYMYdgONY:
o bgmmzbymo nbhgmadhob gedmygbgods Mgomym s8mEebg0dn o 3Mmaqboym
LEgMm9odo;
o 3009Mybsxmmbmads s 06@MMIsEngmo bobhgdgdob oE3Y;
o No-Code @ 33hM3ahn®sEnnb nbbhMYB9bHgdn, MMAMIdnE s8sMBn390L
ymagmonogm badydom 3MmMEgLAOL;
o 3obommyonb nbm3zs30xM0 39MEIONL OBYMZ3Y.
30mman smab:
o 14 1¥dgEbngMm LHSHNOL 83HMMN bagMMNsAMMALbM FYMBsgddn (3388 3nhnMgdNM
Google Scholar-ob 9nbg©300);
o 10 bogMmmadmmMabm 3MbygMabinnb dmabLbybgdgmo;
o 18 buygMmmddmMmobm 33mMg30m0 3MMYJHOLs o gMabhob dmbsbomyg ob
bgmddmasbgman (NATO, USAID, ERASMUS s bb3g.).
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